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FBI ISSUES WARNING TO SMBS
ABOUT E-SKIMMING ATTACKS
The FBI has issued a warning specifically to the
small and medium-sized businesses and
government agencies that take credit card payments
online.The FBI has also provided recommendations
and mitigations for the businesses to defend against
e-skimming attacks.
 

What’s the matter?
 
The US Federal Bureau of Investigation (FBI) has
issued a warning for SMBs and government
agencies about e-skimming attacks, also known as
web-skimming or Magecart attacks.
 A Brief Overview

The FBI has issued a warning to specifically the small and medium-sized businesses and government agencies that take credit
card payments online.   E-skimming occurs when cybercriminals inject malicious code onto a website’s point of sale (POS) system
in the form of payment card skimmer scripts, in an aim to steal customers’ payment card information.  Attackers typically gain
access to the target company’s server either via a phishing attack against employees or through a vulnerable third-party vendor.
Once the attacker gains access to the target server, he can load the malicious code and can capture the credit card data entered
by the customers.  The stolen data is then sold on the underground forum or used by the attacker to make fraudulent purchases
himself.
 
Mitigations
The FBI has also provided recommendations and mitigations for the businesses to defend against e-skimming attacks, which
include: 

The FBI recommends businesses to update and patch all systems with the latest security software and ensure that anti-virus
software is up-to-date and firewalls are strong.
It is always recommended to reset default login credentials with complex credentials on all systems.
Organizations are recommended to educate their employees about safe cyber practices and train them on how to identify
phishing emails. It is best to never click on links or unexpected attachments in messages that are from anonymous senders.
Furthermore, the FBI recommends segregating and segmenting network systems to curtail how easily cybercriminals can move
from one to another.

 
At ACCi, our job is to improve the security posture of the organization within your technology systems.  Including physical access,
electrical security, historical records, disaster recovery, transmission security, encryption and decryption, we cover your security
posture with safeguards to minimize risks of loss.  One minor breach could have tremendous negative ramifications.  Please let us
know if we can help! 
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Reminder: 
When Windows 7 reaches its End-of-Life phase on January 14, 2020, Microsoft will stop
releasing updates and patches for the operating system. It's likely that it also won't offer
help and support if you encounter any problems. Please give ACCi a call now to schedule
a consultation regarding the next steps to take! 205-987-8711

ACCi celebrates 30 years serving Birmingham! 
 

We have loved having Ms. Debbie with us for           of those years! 
Thankful for her dedicated service! 

ACCi 20th Company Tailgate: 
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NorthStar Soccer Ministries is a full-scale youth soccer club program.
They operate a growing intramural program with soccer players
ranging from 4 year olds through 5th grade. The intramural league
and travel team programs provide a great opportunity for youth
across the city of Birmingham to learn the game of soccer and gain
lifelong benefits from team sport participation within a nurturing
and supportive environment. Practices include a devotional element
and they encourage coaches to be mentors off the field in addition to
using the curriculum for soccer skills training on the field. NorthStar
currently average 200 players each fall and spring season.  ACCi is
thankful to be a part of this urban ministry! 
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ACCi is Investing in the Lives of
Urban Youth in Birmingham
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Joel Sargent, vCIO 
Chief Security Consultant, ACCi

Bobby Thomas, Bobby Fabris,  
& Joel Sargent discussing
breaches and best security
practices. 
 

What the law requires: (3c.1)  Designation of an employee
or employees to coordinate the covered Entity's security
measures.  
What that means for your company:  An individual or a
group within your organization should have an equivalent
title. This person or group of persons should oversee and
have knowledge of the organization's risks, potential risks
the organization may face in the future, controls that have
been put in place to prevent breaches, controls put in place
by third-party providers, how vendors use sensitive
information, ways the company may change in the future
and what controls will be needed to respond to such change
and how all of this information is communicated internally,
among other general cybersecurity knowledge and insight
as it specifically pertains to your organization.   

We enjoyed TopGolf Fun while learning more about the
Alabama Breach Notification Act on Oct. 15th.  
Joel Sargent, ACCi's Chief Security Expert presented
information along with one of our vendors - SonicWall.  
Items covered and risks that are addressed in this policy:

Exposure of PII or of other sensitive data
Understanding what constitutes PII
Understanding what constitutes a data breach

 


